NudopmanuonHas naMsTKAa JJ1s1 HECOBEPIIEHHOJETHHUX M0 BONPoOcam
knodepoOe3onacHocTu B cetn «MHTEPHET»

KoMnbloTepHble BUPYCHI

KoMmbroTepHbIii BUPYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX HPOrPaMM,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOHM SIBISIETCS CIOCOOHOCTh K Pa3MHOXKEHHUIO
(xonupoBaHMi0). B nonosHeHne K 3TOMy, BUPYChl MOTYT MOBPEIUTH WU MOJHOCTBIO
YHUUYTOXXUTh Bce (aiimpl M JaHHBIE, MOJAKOHTPOJBHBIE IMOIH30BATEN0, OT HMMEHHU
KOTOpOro Obljla 3alylleHa 3apak€HHas MporpaMma, a TaKKe MOBPEIUTh WM JIaXKe
YHUUTOXKUTH OTNEPAIMOHHYIO CHCTEMY CO BceMH (aitamu B menoMm. B OGonpimHCTBE

CIIy4acB pacCIIpoOCTPaHAIOTCA BUPYCHI UCPC3 HHTCPHCT.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOrPaAMM:

1. Hcenonp3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIIUE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPETOHOCHBIX IPOTPAMM;

2. [locTostHHO ycTaHaBnuBaili mnarud (UUpoOBBIE 3aIUIaTKU, KOTOPbIE
aBTOMATUYECKM YCTAHABIMBAIOTCA C LENbI0 J0pabOTKM NpOorpaMMbl) U Apyrue
OOHOBJIEHUSI CBOEH omepanMoHHOW cuctembl. CkauuMBail UX TOJBKO C O(UIIMATIBHOTO
caiita paspadotunka OC. Eciau cyiiecTByeT peXuM aBTOMATHUYECKOTO OOHOBJICHUS,
BKJIIOUU €T0;

3. PaboTaii Ha cBoeM KOMIIBIOTEpE TMOJ IMpaBaMH II0Jb30BATENd, a HE
aJMMHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MpPOrpaMm
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEDE;

4. Hcnonb3yii aHTUBUPYCHBIE TPOTPAMMHBIE IPOAYKTHI U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

S. Orpanunub pu3nUecKuii JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Hcnonp3yil BHENIHUE HOCUTENN MH(POpMAIuu, Takue Kak (perka, TMCK uin
¢aiin u3 UurepHeTa, TOIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He otkpbiBaii KOMIbIOTEpHBIE (ailyibl, TOJyYEHHbIE W3 HEHAAEKHBIX
HMCTOYHUKOB. Jlaxke Te (aiiiibl, KOTOpbIe MpUciiai TBOM 3HAKOMBIN. JIydllie yToUHU y HEro,

OTIIPaBJIAII JIX OH TeOe nX.

Cetu WI-FI
C nomompto WI-Fi MoxHO mONMy4uTh O€CIUIaTHBIM WHTEPHET-IOCTYN B

O6IH€CTBCHHBIX MECTax: Ka(be, OTCJIAX, TOPIrOBBIX HCHTPAX M adpPOoIIopTax. Tak xe
SIBIISICTCS. OTJIMYHOM BO3MOKHOCTBIO BbBIXOJa B I/IHTCpHGT. Ho wmHorume OKCIICPThI

cuMTaloT, 4to obmmenocrynusie WiFi cetu He sBsitOTCS 0€30MacCHBIMU.



CoBeTbI 110 0€30MACHOCTH PadOTHI B 00111e0CTYNMHBIX ceTsax Wi-fi

1. He nepenagaii cBoto nrunyro mHGOpMaIuio dyepe3 odmeaoctynasie Wi-Fi
cetu. PaboTast B HUX, )eJaTelbHO HE BBOJUTH MApOJM JOCTYIA, JIOTUHBI U KaKHUe-TO
HOMEPA;

2. Hcnonb3yit 1 0OHOBJIAN aHTUBUPYCHBIC MPOTpaMMbl U OpaHAMay3p. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYKH BUPyCa Ha TBOE YCTPOUCTBO;

3. [Tpu ucnonb3oBanuu Wi-Fi otkmoun pynkuuio «O0muit nocTyn K daitiam
u mpuHTepam». JlaHHas (QYHKIUS 3aKphITa MO yMOJYaHUIO, OJHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ MJIs1 yI0OCTBA MCTIOJIb30BaHUs B paboTe wim yuede;

4. He wucnonb3yit nyomuuneii WI-FI nns nepenaum JIMYHBIX JaHHBIX,
HaIpuMep, ISl BBIX0J1a B COLIMAIBHBIE CETH WM B DJIEKTPOHHYIO MOYTY;

5. Hcnonw3yii TosibKO 3amuineHHoe coenqudenue yepes HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkiaroun (yHkiuio «lloakmouenne k. Wi-Fi
aBTOMaThueckn». He momyckail aBTOMaTHYECKOTO MOAKIIOYEHUS] YCTPOMCTBA K CETIM

Wi-Fi 0e3 TBoero cormnacus.

ConmajbHbIe CeTH

ComuanbpHasi CeTh - 3TO CaWT, KOTOPBIM MPETOCTABISICT BO3MOXKHOCTH JIFOISIM
OCYIIECTBIISITH OOIIEHHE MEXIY COO0 B MHTepHETe. Yale BCero B HUX IS KaxI0TO
YeJloBeKa BBIACNSCTCS CBOS JIMYHAs CTpAaHWYKa, Ha KOTOPOW OH yKa3blBaeT O cebe
pasnmuyHyr0 MHQPOpPMAIIUIO, HAYMHAs OT MMEHHU, (PaMWwiMK W 3aKaH4YUBas JIMYHBIMH
doTorpadusimMu. MHOTHE 1TOJIH30BATEIN HE TIOHUMAIOT, YTO HH(POPMAIIUS, pa3MeIIeHHAs
UMHU B COIMAIIBHBIX CETSIX, MOXKET OBITh HalJIeHa W WCIIOh30BaHA KEM yTOAHO, B TOM

Yyucie He 00513aTeIbHO ¢ OJaruMyu HaMEepEHHUSAMH.

OcHOBHBIE COBETHI N0 0€30MACHOCTH B COIUAJIBHBIX CETAX:

1. Orpannub ciucok Apy3ei. Y TeOsi B APY3biIX HE AOHKHO OBITh CITy4alHbIX
1 HE3HAKOMBIX JIHOJICH;

2. 3amuimail CBO0 4acTHYIO )KU3Hb. He yka3wiBaii maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKJEHUSA U APYTYIO JIUYHYIO HH(OPMAIIHIO.
3MOYMBIIIJIEHHUKHA MOTYT HCHOJb30BaTh Aake MH(OPMALMIO O TOM, KaK Thl U TBOU
POJIUTENY TUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiaii CBOK penmyTaluio - Iep>KU €€ B YUCTOTE U 3a7aBail cebe BOIpoc:
XO0TeNn Obl Thl, 4TOOBI APyTye MOJb30BATENU BUJEIH, UYTO Thl 3arpyxkaemib? Ilomymait,

IMPpEeKAC 4YEM YTO-TO OHY6JII/IKOB8,TB, HAImMCaTb U 3arpy3unuThb,



4, Ecnu Tl TOBOpHIIB C JIOJbMU, KOTOPHIX HE 3HACIb, HE UCIOJb3YH CBOE
peanbHOE UMS U JPYTYIO JTUYHYI0 HHPOPMALIMK: UMSI, MECTO KHUTEIbCTBA, MECTO YUeObl
U Tpoyee;

5. N36erait pazmemenust ¢potorpaduii B MIHTepHeTe, TAe Thl M300pakeH Ha
MECTHOCTH, 0 KOTOPOH MOKHO OIPEIEIUTh TBOE MECTOTIOJIOKEHHE;

6. [Ipu peructparuu B COIUAIBHOMN CETH HEOOXOAMMO HCIOJIb30BATh CIIOKHBIC
MapoJH, COCTOSIINE U3 OYKB U IU(P U C KOJINIECTBOM 3HAKOB HE MEHee §;

7. Jl7ia conanbHOU CETH, TOYTHI M JPYTUX CAUTOB HEOOXOAUMO HCIOJIb30BATh
pa3Hble mapoiu. Toraa ecinu Teds B3JIOMAIOT, TO 3JI0YMBIIUICHHUKU TOJIYYaT JOCTYIl

TOJIKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHbIC TeHbLI'H

OJNEeKTpPOHHBIE JEHbIM — 3TO OYEHb YJOOHBIM crmoco0 IuIaTexei, OJHaKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

DONEKTPOHHBIE JACHBIW IMOSBUIIMCH COBCEM HENABHO M MMEHHO H3-3a 3TOrO BO
MHOTHX TOCYAapCTBax JO CUX MOP HE MPOIMUCAHO NP0 HUX B 3aKOHAX.

B Poccun xe oHM (DYyHKIMOHUPYIOT U O HHUX YK€ IMPOIHCAHO B 3aKOHE, II€ UX
pa3leNnsAoT Ha HECKOJIBKO BUIOB - AHOHMMHbIE U HE aHOHMMHBbIE. Pa3HHIa B TOM, UTO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOAUTD Olepauu 0e3 uaeHTUPUKauuu
MOJIb30BaTENsl, a B HE AHOHUMHBIX WACHTU(UKALMKA TOJIb30BATENs  SIBISETCA
00513aTEeIbHOM.

Taxxe crnemyer pa3nuuyaTb  DJIEKTPOHHbIE  (pUaTHbIE JAEHBIU  (paBHBI
roCyJapCTBEHHbIM BaJlOTaM) M JJIEKTPOHHbIE HeduaTHble JE€HbIM (HE pPaBHBI
rocyJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 10 0€301aCHOM padoTe € JJIEKTPOHHBIMHM ICHbIAMM:

1. [TpuBsoku Kk cueTy MOOMITbHBIN TenedoH. ITO caMblil yIOOHBIA U OBICTPHIiA
croco0 BOCCTAaHOBUTH JAOCTyHn K cueTy. [lpuBsi3aHHBIM TenedoH MOMONXKET, €CiH
3a0y/elb CBOM IJIATEKHBIN MapOJIh WM 3aiIeIb Ha CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. HUcnonb3yri omHopasoBeie maponu. Ilocie mnepexona Ha YCHIEHHYHO
aBTOpHU3aLMI0O Tebe yxe He OyIeT YrpokaTb ONAcCHOCTh Kpakh WM IepexBara
IJIATEKHOTO MAPOJIS;

3. Boibepu cnoxsbiii mapoinb. IlpectynHukam Oyaer HE MNpPOCTO yrajaathb
CJIOXHBIN maposib. HaexHple maposn — 3TO Napojiv, KOTOPbIE COAEPKAT HE MEHee 8
3HaKOB M BKJIIOYAIOT B C€0sl CTPOYHBIE U NPONUCHBbIE OYKBBI, LU(PBI U HECKOIBKO
CHUMBOJIOB, TaKH€ KaK 3HAK J0Ju1apa, PyHTa, BOCKJINLATENbHBIN 3HAK U T.II.

Hanpumep, StROng!;;

4. He BBOJH CBOHM JIMYHBIC JaHHBIC HA caﬁTax, KOTOPBIM HEC JOBECPACIID.



DJICKTPOHHAS MOUYTA

OneKkTpoHHass MOYTa — 3TO TEXHOJOTHWA M MPEJOCTABISIEMBIE €K YCIYTH I10
MEPEChUIKE W TOJYUYEHHUIO 3JIEKTPOHHBIX COOOIICHHM, KOTOpBIE pPACIPEACNSAIOTCS B
KOMITBIOTEPHOU ceTH. OOBIYHO 3JEKTPOHHBINA IMOYTOBBIM SIIMUK BBITJIAIUT CIAEAYIOLIUM
oOpa3zoM: UMsl_TIOJIb30BaTENA(@HUMS_JTIoMeHa. Takke KpoMe mepeayu poCTOro TEKCTa,
UMEETCSl BOBMOXKHOCTb MepeiaBaTh (pailibl.

OcHOBHBIE COBETHI 10 0€30IaCHOM padoTe € JJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mnpaBuiabHBIA TOYTOBBIM cepBuCc. B HHTepHere ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIe IOBEPSATH TEM, KOTO
3HAEeUIb U KTO MEPBbIM B PEUTHHTIE;

2. He yxa3biBail B TMYHOM mouTe JUYHYIO MHpopManuio. Hanpumep, mayuiie
BBIOPATh «MY3bIKaJIbHBIN _(panaT@» i «pok2013» BmecTo «temal3»;

3. Hcnonb3yii AByXATaHYO aBTOPU3ALIMIO. ITO KOTJa MOMUMO MapoJisi HY>KHO
BBOJUTH KOJ, IPUChLIaeMblid 0 SMS;

4. Br16epu cnoxHbIi naposnb. [ KaxI0ro Mo4ToBOro SIUIMKa JTOJKEH OBITh
CBOW HAJEKHBIW, YCTOWUHUBBIN K B3JIOMY apOJib;

S. Ecnu ectb BO3MOXXHOCTH HamucaTb CcamMoOMy CBOM JIMYHBIM BOIIPOC,
HCMOJIb3YH 3TY BO3MOXHOCT;

6. Hcnonp3yii HECKOJIBKO IOYTOBBIX SAIMMKOB. llepBbli 11t 4YacTHOM
MIEPENNCKHU C aJpecaTaMy, KOTOPBIM Thbl JOBEPSCIIb. DTO AJEKTPOHHBIN aApec HE HAl0
MCIOJIb30BaTh IPU PETUCTPALIMU Ha (pOpyMax U caiTax;

7. He otkpmiBail ¢aiinpl U Apyrue BIOKEHUS B MUCbMAax JaXke €CIU OHH
NPUILUIH OT TBOUX Jpy3ei. Jlydille yToOuHU y HUX, OTHPABIISIIM JIM OHU TeOe 3T (paibl;

8. [Tocne oxoH4yaHMs pabOThl Ha TIOYTOBOM CEpPBHUCE NEpPE] 3aKphITHEM

BKJIAJIKU C CAUTOM He 3a0y/Ib HAKaTh Ha « BBIATHY.

KuoepOovy/aJauHT WJIH BUPTYAJIbLHOE H3€BATEJILCTBO

KubepOymumHr — mpecieaoBaHue COOOIMECHUSIMH, COJAEPKAIMMUA OCKOPOJICHNS,
arpeccuro, 3alyruBaHUe; XYJIUTAHCTBO; COIMAIIbHOE OOMKOTHUPOBAHHE C TIOMOIIBIO
pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pble ¢ KHOEPOYIITUHIOM:

1. He 6pocaiica B 6oit. Jlyummii crioco6: mocoBETOBATHCS KakK ce0sl BECTH W,
€CJIM HET TOTO, K KOMY MO>XHO 00paTUThCS, TO BHaYaje YCIIOKOUTRCSA. ECiii Thl HAUHENTH
OTBEUYaTh OCKOPOJEHUSMU Ha OCKOPOJEHHS, TO TOJBKO emle OOJbIle Pa30KKeIlb
KOH(JIMKT;

2. VYnpapisii cBoelt kubeppernyTaiuei;



3. AHOHUMHOCTB B c€TH MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT
3a QaHOHUMHBIM aKKayHTOM;
4, He croutr Bectu xynuranckuii oOpa3 BUpPTyaldbHOW Xu3HU. HHTepHeT

(buKcupyeT Bce TBOM JIEUCTBHS M COXpaHsAET UX. YJaIUTh UX OyIeT KpaiiHe

3aTPyIHHUTEIBHO;
5. Benu cebs BeXXINBO;
6. Urnopupyii  eauHuuHblii  HeratuB. (OQHOpa30BbIE  OCKOPOUTENIbHbBIC

COOOWIEHUS JIydllle MTHOPUPOBaTh. OOBIMHO arpeccusi MPEeKpallaeTcs Ha HadalbHON
CTaJluu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKM OTHPAaBKH COOOIIEHUH C
OIIpEEIICHHBIX aJIPECOB;

8. Ecnu b1 cBuaerens kubepOyiuHra. TBou AEMCTBUS: BBICTYIUThH MPOTHB
IpecienoBaress, IOKa3aTb €My, YTO €ro JEHCTBHS OLICHUBAIOTCS HETraTUBHO,
NOJIIEPKATh )KEPTBY, KOTOPOM Hy>KHA IICUXOJOTHYECKasi IOMOILb, COOOIUTh B3POCIIBIM

0 Q)aKTC aIrp€CCHUBHOTO ITOBCACHUA B CCTH.

MoOuaLHbIN TeJaedhoH

CoBpemeHHbIe cMapT(OHBI W IUIAHIIETHl COJAEPKAT B ceOe BIOJHE B3POCIHbIN
(GyHKIMOHAJ, U TeTIeph OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU KOMITBIOTEPAMH.
OnHako, CpeICTB 3alUTHI JJIs TOJJOOHBIX YCTPONUCTB MOKa OueHb Majio. TecTupoBanue u
MOUCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TAK MHTEHCUBHO, Kak 1y [1K, To xe camoe
KacaeTcs U MOOUJIbHBIX MPUJIOKEHUM.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPaKTHYECKH JTOTHAJIM HACTOJIbHBIC
aHaJIOTH, OJHAKO paciIupeHre (PyHKIMOHANIA BICYET 32 CO00M OOJBITYIO CIIOKHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce TMPOU3BOAMWTENIM BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIIHE
KPUTHUYECKUE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJIBLHOIO TesledoHa:

1. Bynw ocToposken, Beab Koraa Tebe mpejiararoT OecruiaTHbI KOHTEHT, B HEM
MOTYT OBITh CKPBITBHI KAKHE-TO IJIATHBIC YCIYTH;

2. Hymaii, mpexze uem otrnpaBuTh SMS, ¢oto nmm Buaeo. Thl TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

3. Heo6xo1umMo 0OHOBIIATH OMEPallMOHHYIO CUCTEMY TBOETO cMapTQoHa;

4, Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;



5. He 3arpy»aif npujiokeHusi OT HEU3BECTHOI'O MCTOYHHMKA, BEAb OHU MOTYT
COJIEpKaTh BPEAOHOCHOE MPOTPaMMHOE 00ECTICUCHHUE;
6. ITocne Toro kak Thl BBIAJCIIL C caiiTa, T/i€ BBOAWII JIMYHYIO HHGOPMAIIUIO,

3aiiiu B HaCTpOMKM Opaysepa u yaaiu cookies;

7. Ilepmogudecku mpoBepsii Kakue MJIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;
8. JlaBaii cBoii HOMEep MOOMJIBHOTO Tene(oHa TOMBKO JIIOASAM, KOTOPBIX ThI

3HaeUIb U KOMY JOBEPSEIb;
9. Bluetooth momkeHn ObITH BBIKIIOUEH, KOTAa Thl UM HE ToJb3yelibcs. He

3a0bIBail MHOTIa TPOBEPSTH 3TO.

@OUINHHT WK KPaKa JHYHbIX JJAHHBIX

['maBHas nenb GUIIUHT - Bujga MHTEpHET-MOLIEHHUYECTBA, COCTOUT B TIOJYYCHHUH
KOH(DHMIEHIIMAIBHBIX JIaHHBIX MOJb30BaTeNiel — JIOTMHOB W mapoJjeil. Ha anrnuiickom
a3pike phishing unraercs kak ¢ummHr (ot fishing — pslOHas noBns, password —
MapoJib).

OcHOBHBIE COBETHI 10 00pbOE ¢ PUIIMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI mo103peBaeliib, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATh €€ U COOOIIUTh aJMUHUCTPATOPaM pecypca
00 3TOM KaK MOXXHO CKOpee;

2. Hcnons3yil 6e30nacHbie BEO-CAThI, B TOM YKCII€, MHTEPHET-MarasuHoB U
ITIOMCKOBBIX CHCTEM;

3. Ucrnionb3yil CiOXHBIE W pa3HbIe Mapoyid. TakuM oOpa3omM, eciu TeOs
B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKY MOJIy4aT AOCTYI TOJIBKO K OAHOMY TBOEMY NPOUITIO B
CETH, a HE KO BCEM;

4. Eciu T1ebs B37gOManu, TO HEOOXOAMMO MpPENyNpeauTh BCEX CBOMX
3HAKOMBIX, KOTOpbIe J00aBJICHBI y TeOS B JPYy3bsiX, O TOM, YTO TeOS B3JIOMaJId W,

BO3MOKHO, OT TBOCTO HMMCHH 6YJICT pacColIaThCa CllaM M CCBLUIKM Ha (I)I/IH_II/IHFOBBIC

CalThI;
S. YcranoBu HaaexHbid napois (PIN) Ha MoOMIBHBIN TenedoH;
6. OTkJiTroun coXpaHeHue nmapodisi B Opaysepe;
1. He otkpeiBail Qaiinel U Apyrue BIOXKEHUS B MHCbMaxX AaXKE €CIU OHHU

IPUILUIH OT TBOUX Jpy3ei. Jlydille yTOUHM y HUX, OTIPABIISIIN JIM OHU TeOE 3TH (ailiibl.



